
Overview 
By providing authentication and authorization for
endpoints accessing the network edge, the Intelligent
Management Center (IMC) User Access Management
(UAM) module reduces vulnerabilities and security
breaches. As a component of the new IMC management
platform, UAM supports access policies across a variety
of access devices such as Ethernet switches, routers,
broadband access servers and VPN access gateways to
centrally manage access for wired, wireless, and
remote users. UAM and other components of IMC can
together implement integrated management of users,
resources and services.

IMC UAM provides a full-featured Remote Authentication
Dial-In User Service (RADIUS) server that supports
centralized Authentication, Authorization and Accounting
(AAA) management of endpoints that connect and use
network services. Policy management provides access
control with tiered privilege levels. IMC UAM enables
multiple 802.1x authentication methods such as PAP,
CHAP, MS-CHAP, and MS-CHAPv2, and leverages
existing user directories as a RADIUS proxy directly to
Lightweight Directory Access Protocol (LDAP)-compliant
user stores such as Microsoft’s Active Directory, Novell’s
eDirectory, OpenLDAP or as a local user store.

Realms can be created within IMC UAM to authenticate
user names and passwords against distributed UAM
databases. This provides authentication redundancy,
increasing security and enabling the authentication of
roaming users. IMC UAM provides flexible authorization
policies to dictate access by defining access policies for

individual users, devices and groups. Additionally,
policies provide the ability to control access by location
and time of day.

As a component of IMC, UAM provides advanced
reporting capabilities through its centralized, Web-based
management console, enabling network administrators
to quickly scan the activity and status of all devices
currently or historically connected to the network.
Reports may be used for real-time analysis, historical
analysis, compliance auditing and troubleshooting.   

By solving critical challenges at the time of deployment
and improving the operational efficiency of network
endpoints, IMC UAM provides an essential tool for
security, risk avoidance and ongoing operational
efficiency.

Key Benefits 
IMC UAM addresses one of the most compelling
challenges in networking security: the discovery,
provisioning and monitoring of endpoints and users. By
doing so, it lowers the total cost of ownership and
boosts the ROI of any enterprise network, delivering on
the promise of low TCO by Design™.

› Moving beyond typical user control, IMC UAM
maintains a comprehensive directory of all network-
attached devices and endpoints—including printers,
IP telephony equipment, uninterruptible power
supplies, HVAC systems, PXE boot hosts and badge
readers, among others—to provide additional control
and authentication for “non-networking” devices.
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Ordering Information

Specifications 

SKU No. Product Name Description

3130A0DA IMC UAM Module License IMC UAM Module License with 200 Users
3130A0DB IMC UAM  License For additional 200 users
3130A0DC IMC UAM  License For additional 500 users
3130A0DX IMC UAM  License For additional 1000 users
3130A0DY IMC UAM  License For additional 5000 users
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Workstation: Pentium 4, 3.0Ghz processor, 4096Mb of RAM , 100Gb hard disk space 
Operating system: Windows XP Service Pack 3 

Windows Server 2008 
Windows Server 2008 (64 bit) 
Windows Server 2003 Service Pack 2 
Windows Server 2003 Service Pack 2 (64 bit) 

Databases: Microsoft SQL Server 2005 Service Pack 2 
Microsoft SQL Server 2008
Microsoft SQL Server 2008 (64 bit) 
UAM as an add-on service module requires that a version of IMC platform be previously installed

Note: Hardware requirements of IMC differ according to the components installed and the number of devices managed. 
Please refer to the IMC Installation Guide for full details. 

› The UAM architecture enables all security information
to be located in a single, central database instead of
scattered across a network in several different
devices. This approach increases security; a
centralized network running RADIUS is much easier
to secure than several communications servers
located throughout a network. 

› Controlled device access through RADIUS
authentication prevents random and malicious access
to critical networks assets.

› IMC UAM creates a single, centrally located database
of users and available services, a feature particularly
important for networks that include more than one
remote communications server and access device.

With it, user information is stored in one location—the
RADIUS component—which manages user
authentication and access to services from one
location. 

› LDAP support enables IMC UAM to leverage user
information from existing compliant sources to reduce
the time needed to set up users for authentication. It
also enables existing directories to be the single
repository for user data.

› Topology view of access services provides immediate
visualization of the access infrastructure and online
users. This provides an intuitive tool for monitoring
and managing access systems and users, speeding
time to deployment and problem resolution. 

Key Benefits (continued)


